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Suspected Vulnerability Report Template v1.0
Thank you for reporting a suspected security vulnerability in Fox ESS's products and solutions. To facilitate the assessment, reproduction, and verification of reported security vulnerabilities, we have developed this template.
	Reporter Information

	Reporter Name / Alias (Optional) 


	Organization / Affiliation (Optional)
	Contact Information (Required)
Please provide an email address or other preferred contact method for follow-up communication during vulnerability verification and remediation.

	
	
	

	Vulnerability Information

	Affected Fox ESS Product or Component
Please specify the exact product or component name, model, and software/firmware version (if applicable) to help us quickly locate the affected item.

	

	Severity Rating (Reporter Assessment):

	☐Critical ☐High ☐Medium ☐Low

	Brief Description of the Vulnerability
Please provide a concise description of the vulnerability, including its type and the potential impact if successfully exploited.

	


	Technical Details
Please provide:
A detailed technical description of the vulnerability.
Step-by-step instructions to reproduce the vulnerability (this is crucial for our verification).
A Proof of Concept (PoC) can be submitted as an additional attachment alongside this report.

	



	Vulnerability Attack Scenario Description
This section differs from reproduction steps. It describes how an attacker could exploit the vulnerability in a real-world scenario. Please include prerequisites, any conditions that trigger the vulnerability, and whether user interaction is required.
This information will help us assess the exploitability, potential impact, and severity of the vulnerability.

	



	Recommendations for Remediation and Mitigation (Optional)
Please provide any suggestions for fixing the vulnerability, such as remediation methods, solutions, industry best practices, or temporary mitigation measures (e.g., IPS/WAF rule configuration).

	




	Other Information
Please provide any other information you deem necessary that is not covered above.
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